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 Desktop Management

Privilege Authority® Professional lets IT Admins elevate and manage 
user rights quickly and precisely with ScriptLogic’s patented and 
powerful Validation Logic targeting technology. Use included, shared 
privilege rules from the Privilege Authority Community or create 
your own rules and allow access to just the applications, Windows 
processes, and ActiveX® controls you deem safe.

KEY BENEFITS
EFFECTIVE MANAGEMENT OF USER PRIVILEGES
For managing Windows clients with Administrator rights, Privilege 
Authority Professional is ideal. Avoid the pain of managing each user 
situation by elevating specific privileges with rules.

QUICK DEPLOYMENT 
Get immediate time-saving benefits by applying pre-defined privilege 
rules that are included with Privilege Authority Professional. Pre-
defined rules provide for the most common needs, such as elevating 
privilege for downloading all Microsoft products. 

SCALABLE
Privilege Authority Professional expands as you need it; in addition to 
including pre-packaged rules, it easily supports the creation of custom 
rules and importing from the online community at the Privilege Authority 
Rules Exchange.

APPLIES FILTERS OR CONDITIONS TO PRIVILEGE RULES
ScriptLogic’s Validation Logic enables rules to be targeted to Windows 
clients based on Boolean Logic statements. Apply rules based on 
elements such as Operating System, IP Address range or Active 
Directory elements.

OVERVIEW
UNLOCK YOUR NETWORK  
YET MAINTAIN SECURITY 
Securing your network is a top priority. 
Giving users administrator rights can 
create security risks, but must be weighed 
against constant help desk calls to allow 
basic apps like upgrading Adobe® Reader®, 
Java, or simply changing the time zone. 

Even organizations that have deployed 
Microsoft® Windows® 7 must manage user 
privileges for Administrator Rights, but 
may have constrained budgets. 

Up until now, available privilege 
management solutions were typically as 
complex and expensive as robust desktop 
management tools.

SIMPLE AND EFFECTIVE  
PRIVILEGE MANAGEMENT FOR LESS
Now Privilege Authority Professional 
provides the core functions IT administrators 
need at a much lower price point than its 
competitors. It increases productivity by 
reducing recurring help desk calls, enabling 
IT administrators to automate user 
privilege settings to keep users working, 
and help desk staff focused on higher 
priority tasks, as well as identify unused 
licenses to negotiate seats realistically, for 
exceptional ROI.

A VALUABLE PRIVILEGE  
MANAGEMENT SOLUTION
The IT department is tasked with keeping 
the computing infrastructure running and 
secure. Users don’t want to get stopped 
in their tracks while doing their jobs. Avoid 
irritating users; let them install legit apps 
with Privilege Authority, and help reduce 
help desk calls for minor reasons. Privilege 
Authority uses Least Privileges principle 
for access to Administrator Rights, while 
maintaining the controls needed to protect 
the network yet allow limited access.

The Low-Cost Key to Windows Privilege Management 
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User Group #2:
Graphics Personnel
  • Allow access to Flash, Java,
     and Shockwave
  • Allow ActiveX controls

User Group #1:
Company Execs
  • Digital Certificate support 
     allows all Microsoft products

IT Admin

User Group #3:
Remote Workers & Salespeople
  • Allow changing time zone
     or date/time
  • Allow installation of local printers

* �This is is just one scenario,  
there are numerous possibilities  
for elevating privileges.
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KEY FEATURES
CORE PRIVILEGE MANAGEMENT
Select the appropriate configuration to be assigned to one or many 
users including printers, drives, registry settings and Outlook® profiles. 
Also use the Folder Redirect function as a superior alternative to roaming 
profiles. Configure the user’s workspace from graphical menus versus 
writing custom login scripts.

PRE-DEFINED ELEVATION RULES 
Privilege Authority Professional includes a set of commonly used rules 
for a quick deployment and immediate benefits.

CREATE CUSTOM RULES 
Includes tools to manage the unique Administrator Rights scenarios in 
your company. Check for digital or software publisher certificates before 
elevating rights. Imports rules from Privilege Authority Rules Exchange as 
needed to expand the privilege management capabilities even further.

VALIDATION LOGIC TECHNOLOGY
Patented Validation Logic is the targeting engine from ScriptLogic, 
integrated into Privilege Authority Professional for quick and consistent 
application of privilege elevation rules.

COMPLETE WINDOWS NETWORK SUPPORT 
Integrates seamlessly with Microsoft network environments using 
Group Policy Objects and Active Directory. Each privilege elevation rule 
is associated and deployed using a Group Policy Object and can be 
viewed from Group Policy Management Console.

USE CASE SCENARIOS  
FOR KEY PRODUCT FEATURES
Core Privilege Management Functions
  • �Central management console

  • �View, select and deploy common or  
pre-defined rules attached to GPOs

  • �View, select and deploy custom rules 
attached to GPOs

  • �View and assign rules to specific clients, 
domains or OUs using Active Directory

Pre-defined Common Rules
  • �Change system date and time

  • �Allow Java Runtime updater to  
run as Administrator

  • �Allow Adobe Reader updater to  
run as Administrator

Import rules from Privilege Authority 
Rules Exchange
  • �Apply rules developed by other Privilege 

Authority users (see examples below)

     o Add local printer

     o �Run iTunes® installer as Administrator

     o �Change time zone or date/time  
from taskbar

Create Custom Rules
  • �Assign to a digital or software publishers 

certificate for one application or a brand 
(e.g. Adobe, Microsoft)

  • �Assign to the path of an 
executable program

  • �Assign to a folder path and apply to all 
processes run from the path

  • �Assign to an ActiveX object with a URL

LICENSING
Privilege Authority Professional is licensed 
per workstation.


