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Executive Summary

Despite many punditsO forecasts that emaibhnd other forms of messaging are being
replaced by social media, email continues to reign supreme as the single most important
application for most businessusers. To be sure, email is evolving to incorporate social
media and other content sources, but email is where users spend more time than
anywhere. For example, an Osterman Research survey found that the typical user
spends 134 minutes per day working in their email client, dramatically more than the
telephone, instant messaging or social media combined.

The key question that IT decision makers must ask in the context of email and overall
messaging management is this: is every practice a best practice? That is:

¥  Will your practices minimize your risk of data loss, brand damage, reputation
damage, legal risks and regulatory risks?

¥ Will they help you lower costs and deliver more functionality to your end users?
¥ Will they keep you current with new external drivers and technology developments ?

¥ Will they enable your users to become more mobile so that they will have access to
all of their communication, collaboration and data assets when they work from
home, from a hotel room or from an airport?

Because technology, threats and riskschange continually, it is important to remember
that a best practice in 2010 might not still be ObestO in 2011 .Therefore, we have
summarized in this analyst brief best practices around the key issues of email and Web
security, content archiving, encryption, and social networking.

KEY TAKEAWAYS
Key takeaways from this analyst brief include:

¥ Corporate policies need to be detailed and thorough enough and must be updated as
often as necessarybin response to changes in technology, to the latest legal
decision or to changes in regulatory requirements. These policies should focus on
every communication vehicle used in your organization, including email, Web
surfing, and Web 2.0 applications like social media. They must focus on how
content is generated, managed and retained, and so should include detailed policies
on archiving, encryption and compliance. While this advice may seem obvious,
many organizations do not have sufficiently detailed policies.

¥ AsiPads, Twitter and other consumer-focused tools are introduced into the
corporate network, the network perimeter is disappearing. Consequently, the advice
to develop a layered defense strategy from the endpoint through the gateway and
the cloud has never been more critical than it is today.
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Thoroughness of Variou s Types of
Corporate Communication Policies

Email 31% 67% 2%
Employee use of the Web 28% 60% 12%
Employer smartphones 25% 50% 25%
Personal smartphones | 21% 47% 32%
: ) Detailed, thorough policy
Basic policy
Facebook 12% 41% 47% No policy
Employee use of blogs 11% 43% 46%
Twitter 11% 38% 51%

LinkedIn 9% 38% 53%

0% 20% 40% 60% 80% 100%

Source: Osterman Research, Inc.

¥ Archiving electronic business content is no longer an option, and you must do so
with litigation support, application efficiency, storage management, and compliance
considerations in mind.

¥ Encryption is vital on a number of levels, including the protection of intellectual
property, compliance with regulatory obligations, and enable ment of new business
opportunities. DonOt focus on whether encryption is necessary or not (itdefinitely
is), but focus on how it can best be implemented as an aid to content protection and
compliance.

¥ Social networking provides a number of benefits, but it must be closely monitored
and managed, and its content archived.

¥ Focus on how the cloud can be used in every aspect of your business.

ABOUT THIS ANALYST BRIEF

This brief is an adjunct to a Webinar that was conducted by Osterman Research in early
November 2010. It provides some guidelines that we feel are important for
organizations to follow in the context of how they manage their messaging
environments. It offers our point of view based on the extensive research that we
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conduct on an ongoing basis with IT decision makers and influencers. It has been
sponsored by DataMotion, Actiance and Global Relay.

First Things First: Focus on Policies

UNDERSTAND YOUR RISKS

A first step in approaching best practices focused on messagingis to understand the
risks your organization faces. Many decision makers undermppreciate these risks
because they are too busy, they donOt have budge{particularly over the past couple of
years), or they have not focused sufficiently on the growing number of risks they face .
While every organization has limitations in its IT resources, that is not an excuse to fail
to identify key risks. Also, once you have identified those risks, you can prioritize them
based on highest to lowest and your current level of preparedness to face these risks.
This is a great exercise to identify key projects and initiatives or Ogapsto-plugO through
various means like technologies, education, training and improved policy development.

For example, some of the risks that an organization faces in the context of how
communication tools are used include the following:

¥ Email, social media text messaging or other communication tools that are not
monitored can be used by employees to send sexually harassing or racially offensive
content, leading to significant legal risks for an organization that does not monitor
this content. The most famous such case is one in which Chevron Corporation paid
$2.2 million to settle a case of sexual harassment by four female employees who
had received numerous, offensive emails from co-workers".

¥ When sensitive or confidential content is sent in clear text, it c an result in a serious
data breach and very expensive consequences. For example, an employee of Rocky
Mountain Bank of Wyoming sent an email to a representative of a customer at the
latterOs request. However, the employee sent the email to the wrong address and
mistakenly included an attachment with account information and Social Security
numbers for 1,325 bank customers". A/l of those customers had to be notified at the
bankOs expense.

¥ Content that is not archived when it should be can lead to sanction s or fines for a
failure to comply with regulatory obligations. For example, in May 2010 Piper Jaffray
was fined $700,000 by FINRA for failing to retain 4.3 million emails during the six -
year period ending December 2008".

¥ Similarly, an inability to produ ce email or other electronic content when required can
lead to adverse inference instructions (the instruction to a jury that they may
consider an inability to produce evidence as indicative that such evidence could be
incriminating). For example, in the case of Optowave Co., Ltd. v. Nikitin', an
adverse inference instruction was given to the jury resulting from the destruction of
internal emails prior to litigation.
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¥ Unmanaged Web surfing can also lead to significant problems for any organization,
either by the nature of the content or by allowing malware to enter an organization.
An example of the former is the case of Mrs. Rea Moonsar v. Fiveways Express
Transport Ltd."”, in which male employees downloaded pornographic content in the
presence of a female employee, resulting in a judgment against the employer
because they did not have policies in place forbidding this practice.

Communication Tools for Which
Organizations Have Implemented Policies

100% 98%

88%

0, E
80% 75%

68%
65%

60% t t - ; ;

40%

20%

0%
Web surfing Employer Personal Instant
smartphones smartphones messaging

Email

Source: Osterman Research, Inc.

THE NEXT STEP IS TO DEVELOP

POLICIES

Next, it is critical to develop detailed and
thorough corporate policies. We find that while
organizations need to strengthen their policies for
2011, they are doing so from a position of
relative weakness. The policies most
organizations have today are inadequate, and
many times do not cut across departmental
boundaries. We find that in most organizations
the policies are too general, they donOt keep pace
with changing technology, or are not updated
with sufficient frequency.

Use of blogs Facebook

54% 53%

0,
49% 47%

Twitter LinkedIn

COMMON PRACTICE

IT policies that are non -existent,
too general and that focus only
on silos of technology.

BEST PRACTICE
Understanding the role of
proactive policy development
across all departments within the
organization, keeping policies
current, making them sufficiently
detailed, and adapting
technology strategies to meet the
needs of todayOs policies.

©2010 Osterman Research, Inc.




Messaging Best Practices for 2011

Further, the enforcement of a weak or ill -defined policy is much more difficult than when
dealing from a position of strength through a well thought -out and up-to-date policy.
The bottom line is that a policy that is too general may not provide any level of defe nse
in court or before a regulator, and it may not prevent employee behavior that could lead
to quite serious ramifications.

As your organizations look forward to 2011 and updating its policies, they should be
sure to focus on critical applications like email, Web surfing, Web 2.0 applications, social
media, data retention, compliance and legal issues.

Archive Any and All Content That Must be Retained

One of the most important considerations in the process of selecting an archiving
solution is to first j ustify the need for archiving to senior decision makers, since not
everyone agrees that email and other content archiving is a sound business practice.
Justification of email and other content archiving will vary depending on the industry in
which an organization operates, the number of users it has, its corporate culture and
other factors, but the following should be considered:

¥ Archiving can save an organization millions of dollars
While archiving may not be a critical requirement to a particular organi zation on a
day-to-day basis, a single e-discovery exercise or regulatory audit in which data can
be rapidly gathered and assembled using an archiving system can save an
organization from significant financial harm.

For example, in June 2005 AMD filed sut against Intel and requested that email for

a small number of Intel employees be preserved. The Intel employees in question
were to copy the requested email to their hard drives. However, some employees
did not follow instructions properly, resulting in the loss of email that should have
been part of the discovery effort over a period of more than three months. The Wall
Street Journal reported that Intel spent $3.3 million to process tapes to recover the
necessary emails. While Intel can clearly absorb this cost easily, a smaller company
could have been bankrupted by just one such incident.

¥ Archiving can boost user productivity
By automatically migrating content in the email store to an archiving system,
employees can avoid the estimated 30 to 60 minutes per week they spend on
staying under their mailbox-size quota limitations. This can save an estimated 25 to
50 hours per year per employee or $900 to $1,800 in employee productivity costs
annually.

¥ Think long term
Email archiving provides a range of capabilities that may or may not be required
today, but that could be useful in the future. For example, an organization may
decide it needs to archive email primarily for e -discovery purposes. However, by
implementing an email archiving system specifically for this purpose from a vendor
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that provides extensibility of the system, the organization has also implemented a
storage management capability that it will need two years into the future.

STEPS TO JUSTIFYING ARCHIVING

As IT managers and others evaluate email and other content archiving options, it is
useful to relate the requirements of business units, departments and individual users to
various types of archiving capabilities. We recommend the following approach:

¥

Survey internal users to determine the specific applications for archiving and the
applications for which archiving will be used. For example, an internal survey in a
financial services company should reveal a very high emphasis placed on email
archiving for regulatory compliance and legal discovery purposes, and much less
importance placed on data mining and storage management.

Plot these requirements graphically on a radar chart to create a map that shows the
importance of various features relative to others. The chart will also reveal h ow
OcompleteO a solution must be in order to satisfy that organizationOs requirements.

We then recommend mapping the capabilities of each solution under review, also on
a 1to 5 scale, where 1 might be Onot at all satisfactoryO and 5 is Overy satisfacto,
and superimposing it on the map of capabilities to determine how well each solution

fits the requirements of the organization.

¥ Any number of criteria can be added to the radar chart, including scalability,

message throughput per hour, and the like.
The goal of this type of analysis is two -fold:

¥ First, it is important to establish a common
set of criteria on which archiving solutions are
evaluated. Each vendor will often have its
own set of evaluation criteria and product
performance specification b comparing these
can be difficult and very time consuming.

¥ Second, a graphical representation that
shows functional requirements mapped
directly against each solutionOs capabilities
can be helpful in speeding the elimination
process for solutions that simply will not
satisfy an organizationOs archiving needs.

As part of the process for evaluating various
archiving solutions, a more detailed set of
requirements, questions and criteria should be
established for the needs of particular
departments or functions, but the analysis
discussed above provides a good starting point

COMMON PRACTICE

Many organizations, particularly
those outside of heavily
regulated industries like financial
services, pharmaceutical or
energy do not archive content,
instead relying on backup tapes
for e-discovery, early case
assessment or related activities.

BEST PRACTICE

Every organization should archive
content for purpo ses of e-
discovery, regulatory compliance,
storage management, decision
support, data mining and
maintaining a corporate digital
heritage.

©2010 Osterman Research, Inc.
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for evaluating competing solutions.

ARCHIVING IS NOT ABOUT IF, BUT ABOUT HOW MUCH

Content archiving is not an option: important business records stored electronically,
whether in email, on file servers, on users desktops, in databases, in Web 2.0
applications or in collaboration systems — must be retained. An email and content
management system is a long-term investment that will yield benefits for many years in
the context of e-discovery, its ability to satisfy regulatory audits, improving storage
management, and the like. As a result, it is critical for decision makers to consider the
impact of an archiving system on these requirements for many years into the future.
For example, an email archiving system implemented today will be able to satisfy e-
discovery requirements imposed upon an organization seven years from now. The same
archiving system may allow an organization to reduce its storage requirements by just
10% per year, but with a cumulative impact of reducing storage requirements by 77%
during the same seven-year period. In short, unlike an email system that may be
replaced every three or four years, an archiving system will have longer term and more
cumulative impacts on an organization.

Encrypt Outbound Communications

CONSIDER ENCRYPTION AS PART OF YOUR SECURITY STRATEGY

Any organization should take a holistic view of their encryption requirements by viewing
them as part of their overall security infrastructure. This requires that encryption not be
viewed as a standalone technology or activity, but as integral with an organization’s
control of viruses, worms, spam, data leaks, etc.

A key part of this effort should identify who in an organization has the greatest need for
encryption and where the deployment of encryption would enable the creation of
business processes not currently available to them. The roles that could benefit most
from encryption might include legal counsel, human resources, finance and other groups
that regularly send sensitive or confidential information to others inside and outside the
organization. However, Osterman Research has found that users who might not
consider themselves as users of encryption often could make good use of it. For
example, some roles/applications that could use encryption frequently include marketing
managers when sharing new logo or product designs, analyst relations staff when
sharing embargoed presentations, or public relations staff when distributing
announcements to the press. Most often, these roles do not use make regular use of
encryption technology despite the fact that they share sensitive data on at least a
somewhat regular basis.

YOU HAVE OBLIGATIONS TO PROTECT DATA

It is also important to examine your obligations to encrypt sensitive communications and
data based on state, provincial, federal and international levels, as well as other
requirements that may not be regulatory in nature. For example, there are a variety of
regulatory obligations to protect customer and other sensitive information in transit and
at rest; each of which carries with it penalties for breaching this data. There may also
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be business partner requirements and generally accepted industry standards to protect
data to which an organization must adhere.

It is also important to examine the reach of obligations that may not necessarily apply to
an organization today but that could impact it in the future. For example, the OnewO
HIPAA expands the obligations that used to apply only to covered entities to all of those
entitiesO business partners. That means that attorneys, benefits administrators,
accountants and others that work with healthcare -related organizations and have in
their possession PHI are now subject to the same obligations for data privacy.

Status of Adopting Data Breach
Notification Laws in the United States
(as of October 12, 2010)

D Have passed a security breach notification law

B2
{) [’ Have not passed a security breach notification law
HI

Data Source: National Conference of State Legislatures

CONSIDER YOUR DEPLOYMENT OPTIONS

You should also evaluate the various deployment options and scenarios that are
available and that might be useful. For example, deployment models range from
completely on-premise solutions using servers or appliances to completely hosted/SaaS
based solutions. An organization may opt for policy-based encryption that takes the
decision about encrypting individual emails out of the hands of users, they may opt to
allow only manual encryption that is completely under the control of users, or use a
combined approach. Encryption could occur at the gateway so that content remains
unencrypted behind the firewall, or an organization could opt for desktop-to-desktop
encryption.

©2010 Osterman Research, Inc. 8
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It is also important to consider the deployed
encryptionOs impact on email and other electronic
content archiving. Because organizations are
obligated to preserve electronic business records
for legal and regulatory purposes, the decision
about encryption technologies will have an

impact on how content is archived and how it is
searched and accessed in the future.

Further, content encryption should be viewed
holistically in the context of every ap plication in
which it should be used: for email, real -time
communications, backup tapes, USB sticks,
laptops, smartphones, etc.

It is also important to view encryption as a
OgreenO solution because of its ability to securely
send and track content, and thereby eliminate a
significant amount of overnight courier use. For
example, if encrypted email could replace just

1% of the leading overnight courierOs3.3 million
daily package deliveries, that would result in the
elimination of 8.6 million package deliveries
annually.

Manage Social Networking Content

COMMON PRACTICE
Encryption is performed only on
the most sensitive content and
often inconsistently b a
significant proportion of sensitive
content is sent in the clear.

BEST PRACTICE

Enable encryption for all sensitive
communication leaving the
corporate firewall for purposes of
compliance, protection of
intellectual property and
mitigation of risk. It is important
to use layered encryption so that
sensitive data will automatically
be encrypted if employees fail to
do so manually. This can also
help to better train employees
about what to encrypt by
sending them or their managers
a notice.

EVALUATE THE CORPORATE REQUIREMENT FOR SOCIAL NETWORKING
Decision makers shouldunderstand how and why social networking is used in their
organization. IT should conduct a thorough audit of how social ne tworking is used,
which tools are used, why they are used and so forth. This audit should also include a
forward-looking focus on how these tools might be used in the future, how competing
firms are using these tools, and new capabilities that might be em ployed in the future.

There may be a significant disconnect between what IT perceives as a legitimate
application of social networking and what individual users or business units perceive as
legitimate. The goal, of course, is to balance the competing in terests of both groups
and derive the greatest benefit from the use of social networking while still remaining
compliant with corporate policies and security requirements, which could include:

UNDERSTAND WHAT CAN HAPPEN IF SOCIAL MEDIA IS UNMANAGED

It is important to understand the consequences that can result when social networking
content is not monitored, when business records in social networking posts are not
retained, and so forth. It would be appropriate at this phase of the evaluation process
to understand the potential consequences associated with not managing social

networking use adequately. For example:

©2010 Osterman Research, Inc.




¥

Messaging Best Practices  for 2011

If business records are sent via social networking tools, managementOs decision to
purge this content could be seen as spoliation of evidence in a lawsuit. For example,
if management decides not to preserve sexually harassing direct messages sent
using Twitter, a party offended by this content that takes legal action may be

entitled to access the archives of these posts as part of an e-discovery exercise and
could claim spoliation in their absence. As with email or any other form of electronic
content, the ramifications of spoliation can be substantial and include fines and
sanctions imposed by the court, the requirement to pay the prevailing partyOs legal

fees, attorneysO costs for additional motions, and other serious consequences.

Employers cannot interfere with the communications of employeeswho want to
discuss work conditions or complain about their benefits according to rules codified
in the National Labor Relations Act. This means that employers must tread a fine
line between monitoring and blocking social networking for inappropriate use or
sharing of content in an inappropriate way and preserving the rights of employees to

share information.

Investment advisers cannot be the beneficiary of a testimonial or recommendation
on LinkedIn because of the potential violation of Rule 206(4) of the Investment
Advisers Act of 1940". This rule makes it illegal for an investment adviser to publi sh
or benefit from an advertisement or testimonial that deals with their conduct as an

adviser.

Registered representatives are subject to scrutiny when they post content on social
networking sites, including monitoring of their posts and retention of thei r

communications.

TECHNOLOGY IS KEY TO MANAGING SOCIAL MEDIA
Finally, any organization should deploy technologies that will do the following:

¥

¥

Employee posts should be monitored on
every social networking protocol that might
be used. This monitoring may be after the
fact, such as sampling employee posts to
check for inappropriate content; or it might
be in real time to monitor posts before they
leave the organization. Osterman Research
has found that while many IT decision makers
oppose the use of specific social networking
tools or at least find them not to be legitimate
for use in a business context, far fewer
actually do anything to prevent their use.

All relevant content that might constitute a
business record and that might need to be
retained should be logged and archived. Itis
generally easier to simply archive or log all

COMMON PRACTICE

Most decision makers do not
think that social media provides
value to their organizations, but
they do little or nothing to
manage it.

BEST PRACTICE

Understand the benefits and risks
of social media, implement
policies focused on how it should
be used, and deploy technology
that will monitor, manage and
archive social media content.

social networking content than take the risk that some important content might slip

©2010 Osterman Research, Inc.
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through and not be retained, but this will depend to a large extent on the industry in
which an organization operates and other factors. A key part of content logging is to
ensure that the identity of the individuals who use social networking tools is clear
and that content can be tied back to their corporate identity.

Most organizations will want to integrate their social networking archive with their
primary electronic content archive. This makes legal holds, as well as searching
across all electronic content during early case assessment and ediscovery, much
easier and less time-consuming.

Threats that can enter an organization through social networking tools must be
blocked. This is particularly important given the widespread use of short URLSs that
offer the user no visual cues about the veracity of the link, and the fact that many
social networking tools can display content provided by individuals to whom users
have not given permission to display posts.

Summary

Messaging and communications are absolutely vital to the way that organizations and
users work, but current practice is lacking in several key areas:

¥

¥

¥

Policies focused on use of email, the Web, Web 2.0 applications and other
communication tools are often too general or, in some cases, non-existent.

Many organizations are not archiving their electronic content in a manner that wil |
reduce their risk or their costs of managing storage.

Many organizations are not using encryption nearly to the extent that they should.

Most organizations are not yet managing social media appropriately.

It is critical, therefore, for organizations o f all sizes and in all industries to improve their
practices focused on these key areas in order to reduce risk, reduce cost and make their
organizations more efficient.
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DataMotion?, Inc. is a leading provider of
information delivery solutions that enable
businesses to safely and easily transact with
partners and customers. DataMotion solutions
leverage your existing IT infrastructure
resulting in rapid deployment and a quick
return on investment, saving as much as $5
for every $1 spent. Core applications of the
DataMotion suite include encrypted e-mail, file
transfers, electronic forms and programmatic
APIs for integration. Solutions are available
as hosted services or onpremise software.
DataMotionOs unified latform provides
visibility, security, management and reporting

to all data exchanges - helping customers streamline business workflow and achieve
regulatory compliance. For more than ten years leading healthcare, insurance,
pharmaceutical, financial services and government agencies have trusted DataMotion for

safe data delivery.

For additional information and a free trial account, visit www.datamotion.com.
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+1 888 349 3223
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Actiance enables the safe and productive use
of Unified Communications, collaboration and
Web 2.0, including blogs and social networking
sites. Formerly FaceTime Communications,
ActianceOs awaravinning platforms are used
by 9 of the top 10 US banks and more than
1600 organizations globally for the security,
management and compliance of unified
communications, Web 2.0 and social media
channels. Actiance supports all leading social
networks, unified communications providers
and IM platforms, including Facebook,
LinkedIn, Twitter AOL, Google, Yahoo!, Skype,
Microsoft, IBM and Cisco.

For more information about ActianceOs award
winning platform, please visit
http://www.actiance.com .
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Global Relay's Hosted Email Archiving &
— | b I -~ Messaging Services provide businesses
- g O a MLLMA with easy-to-use professionallymanaged,
email archiving, email continuity and
email security solutions. The Message
Archiver, Global Relay's core email
archiving technology, seamlessly

integrates with all email and instant
messaging systems to deliver the fastest

Global Relay Communications Inc.
220 Cambie Street, 2nd Floor
Vancouver, BC

V6B 2M9 online search, retrieval and monitoring
Canada capabilities on the market today. Its

+1 866 484 6630 enterprise-class, web-based email
www.globalrelay.com archiving tools address the demands of

regulatory compliance, audit and
eDiscovery, while alleviating the burden of data management, email archiving, storage,
security and business continuity, including migration of historical data.

Built on a reputation of customer service, technical expertise and compliance excellence,
Global Relay has delivered Hosted Email Archiving & Messaging Services foover ten
years and has never lost a message, nor had a security breach. We help our customers
stay organized, competitive, compliant and in control.
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